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ONEPATHUBHHI KOHTPOJIb IHTETPAJIbHUX IAPAMETPIB

BOJIHOI'O CEPEJJOBHIIIA
Bonoanmup HorpeGennnk'~, Onbra Kopoctunceka?, Mapiym Ilurxap®
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. Ijamonaﬂbuuu ynisepcumem «J/Iosiecoka nonimexuixa, Jlvsis, Yxpaina,

./Izeepnyz;bcwuu ynieepcumem im. [Jorc. Mypa, Jlisepnyns, Benuxobpumanis
epoicasna Buwya Texniuna wixona, Hosu Cony, Ilonviya

OrnepaTuBHmii  CKONOTIYHMI KOHTPOIL BOAHOTO CEPEAOBHIIA mepeadadac
CTOCTEPENEHHS B PEANTbHOMY 4aci 3a apaMEeTpaMH OKpeMHX 00’€KTiB B paioHax aBapiii
Ta 30HaX Hau_anmaﬁxmx €KOJIOTiYHAX CHTyaniil. Humi KimbKicTh 3a6pyaHIOBambHUX
PEYOBHH Y BOAI 10CATAE COTeHb THCSY. CeneKTHBHI 3aC06H KOHTPOMIO MOXKYTh BH3HAYATH
TUIBKM OJMH KOMIOHEHT 3a0pynHeHHs. TOMy Ui ONEPATHBHOTO BH3HAYCHHS CTaHy
BOJHOTO CEPENIOBHINA NOUITPHO BHKOPHMCTOBYBATH iHTETPATbHI MapaMETPH. Kpurepiem
3a0pyIHEHHS € 3a{‘a:mﬂnﬁ BMICT HEOPraHiYHWX i OPraHi4HMX NOMIIIOK y BOZI. 3apa3
aKTyalbHUM € MBUIICHHA TOYHOCTI ONEPATHBHOIO iHTEIPANBHOTO METOAY /It
BH3HAYCHHS 3aTalbHOTO BMICTY JIOMIIIOK y BOJI.

Binomi 3apa3 3aco6u xonrpomo (CK) Aaiots 3Mory BuMipioBat# Taki iHTerpatbHi
NapaMETpH:  HTOMY CNIEKTPONPOBiAHiCTs, MiHepamisamiio, pH, Eh, Ttemmepatypy.
PO3UHHCHHH KHCEHb, MyTHICTh, GiONOTi4HE CHOKHMBAHHA KMCHIO, XiMidHE cnoxmnanm;
KHCHIO. Opnnak BOHH MAlOTh HU3bKi ONIEPATHBHICTh, THMYACOBY i IIPOCTOPOBY PO3ALIBHY
30AaTHICTh, TOYHICTb, YYTIMBICTS 1 HAAIHHICTS.

’Me'rom po6oTi € pO3poGIEHHS HOBMX METOXIB Ta 3aCO0iB MiABMINEHHS TOYHOCT
koM’ orepanx CK BozHOTO CepeoBmma.

‘ Bsezeno noBwil inTerpansanit indopMaTHBHMI TIapaMeTp — 3arajibHy KOHIEHTPALio
HOMIIIOK C: B BOmi, AKMI Ja€ MOXIHMBICTH ONEPATHBHO BHABIATH 3a0pyfHeHHs Ta ix
piBeHb. BCTaHOBNEHO 3BA30K 3araibHOT KOHIEHTpanii Komimok Cz Y BOZi 3 mapamMeTpaMu
YAbTPasBYKOBAX KOJMMBAHb 3 YPAaXyBAaHHAM BIUIMBY OCHOBHHX TEPMOIMHAMIYHHX
1IapaMeTpiB: TEMIIEPATyPH, THCKY, IIBHAKOCTI 3BYKY.

$ Ha wiif ocHoBi po3poGneHo HoBuit iHBapianTHMI YIbTPa3sByKOBHH METOJ
BUMIPIOBaHHS napamerpa Cz y BOA, B OCHOBY fIKOIO IOKJIAZAEHO BUMIDIOBAHHS YaCOBHX
TaPaMETPiB  YIBTPa3BYKOBHX 6araTopa3oBo BiAOMTHX CHMTHATIE B eTANOHHHX i
AOCTKYBAHOI CEPe/IOBHIIAX, IO Jalo 3MOry 3MEHIINTH Ha TOPANOK IOXHOKH
BHMIDIOBaHb  KOHIEHTpalii. OCOONHBOCTAMH  BHMIpIOBaHHS mapamerpa Cz €
BUKOPHCTAHHS 6a.rgropa3030 BiIONTHX CHIHANIB, IO JO03BOJAE BH3HAIHTH 3aranbHy
ok : X 4 :

i 5 HTPAILO NOMINIOK y BOAI B PEalbHOMY 9aci, HE3AEKHO Bij TEeMIEpaTypH i THCKY

Pospoﬁneuo. HOBHH METOJ 3aBaJIOCTIfKOr0 BHMIDIOBAaHHS YacoOBHX napameTpis
YIbTPa3ByKOBUX IMIyNbCHAX CHIHANIB HAa OCHOBI JBOKAHANBHOTO iHTEIPyBAIBHOIO
POSTOPTANHOTO  TIEPETBOPEHHS, SKHH /A€ MOXIMBICTB MiIBHIIMTH HA TODANOK
3aBAJIOCTIAKICTS | TOYHICTH BHMIpIOBaHb. Ha OCHOBI ILBOTO METONy CHHTE30BaHO
3aBaJIOCTIHKMIA NPACTPill BUMIPIOBAHHA YaCOBHX MApameTpiB YJIBTPa3ByKOBUX CHTHAJIB.
SIKUH Ma€ BHCOKY MIBUAKOAIIO i TOYHICTE. -

’Ha OCHOBI TEODETHYHHX 1| KCHEPHMEHTANBHHX JOCHIDKEHb PO3POOINEHO
KOMII'I0TEpHY CK, 1m0 fano 3MOry aBTOMATH3YBATH IPOLECH BHMIPIOBAHES IHTerpanbHUX
UapaMeTpiB BOJHOTO CEPENOBHINA, NiABALWTH TOYHICTS BHMIpIOBAHB, ONEPATHBHO
nepeaaBaTéd iHGOpMANio Ta BECTH TEKCTOBMH [ialor 3 BiamaJeHHMH y:laCHHKaMH 3a
JIOTIOMOT 010 TeIeKOMyHikauiitHoi Texnonorii CDMA.
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Information technologies and computer devices for medicine
Romanov V.", Galelyuka I.", Degtyaruk V."), Chernetsky V.", Chaikovsky L.",
Mintser 0.2
Y. M. Glushkov Institute of Cybernetics of NAS of Ukraine, +38(044)526-3204,
Ulkraine, 03680, Kyiv, prospekt Akademika Glushkova, 40, VRomanov@i.ua
2p. L. Shupyk National Medical Academy of Postgraduate Education, +38(044)205-4955,
Ukraine, 04112, Kyiv, vul. Dorogogycjka, 9, ozar7@yandex.ru

Information technologies and computer devices are modern and very useful tools,
which are widely and successfully applied in various areas of human activity and social
life, including medicine and health care. Adoption of new information technologies and
modern devices in medicine causes increasing of quality and efficiency of medical
assistance and in such way lets to decrease the number of complications and unfavourable
outcomes, to promote socioeconomic progress and to increase the overall quality of life.

New information technology (IT communicator) and two computer devices for
medical application (ECG device with vessels system evaluation, and digital
phonendoscope), developed in Glushkov Institute of Cybernetics in cooperation with
Shupyk National Medical Academy of Postgraduate Education, are considered. Proposed
devices refer to diagnostic and measuring tools. In spite of fast application of new
diagnostic technologies and devices, in most cases it is very important and reasonable to
have direct contact between doctor and patient or injured person. Proposed information
technology helps to-simplify communication between doctors and patients.

IT communicator simplifies the communication of doctors with patients (particularly
with voice limitation) and increase treatment efficiency beginning from the first contact.
Relationships and communication between doctors and patients is a very important
problem in medicine. Ability of correct communication during the disease or separate stage
of disease helps to diagnose, prognoses a clinical behaviour, and accelerate the recovery.
Communication problems between a doctor and a patient influence correctness of the
diagnoses and quality of a doctor aid, and complicate the medical treatment. IT
communicators are used for supporting first contact of doctors with patients, especially
with voice limitation, and getting information about patient state, for example, during the
preliminary examination of patients or injured persons. Also, suggested communicators
have databases included detailed information about types of diseases and traumas, and by
results of analysis of injured person symptoms or feelings help doctor to diagnose. In
addition IT communicator can be used as remote medical monitor.

ECG device with evaluation of vessels system combines advanced hardware and
software for analysis of electrocardiogram and pulse wave. The device includes updated
ECG unit, advanced software for deep processing and interpretation of ECG and pulse

wave results. Combination of advanced ECG with evaluation of vessels system, using
pulse wave analysis, opens new possibilities for early non-invasive diagnosis of most
dangerous heart diseases. Moreover, this devise may be used for home medicine to
increase the quality of life of patients with chronic heart diseases, and for healthy persons.

Another device, the digital phonendoscope is used for measuring performances of
cardiovascular system. Computer device is consists of acoustic pressure sensor, data
converter and microcontroller. The sensor is sensitive to real time changing of pressure in
vessel during the cardiac cycle. The main idea of the device lies in measuring of phase
shift between two sinusoidal signals caused with changing the blood pressure in vascular
walls of the patient.

Now these new information technology and computer devices are used in hospitals for
test examination.
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THE AGENTS OF DETECTING SYSTEM-LEVEL COMPUTER
ATTACKS OF THE MODERN DATA PROCESSING CENTER

Ogbu James Onyigwang

Today, it is difficult to overestimate the im; i i

y portance of protecting data processing
centers (heremaft.er referwd to as “DPC”) as they are complex organizational and technical
solution for creating h.lg}‘l-perfonnance and fault-tolerant information infrastructure [1].

) (?ne of the main issues of quality DPC protection is a comprehensive approach and
application of systems to detect cyber attacks, which include network and system sensors,
security analysis system agents, mock systems. 4

Network and system sensors are the agents to detect
C ! ns { system-level computer attacks
anfi contribute to timely ar}d critical monitoring of the major and critical netwg’rk resources
b;m%d;;rptected.' The basic rule when placing network and system sensors is that they
should disperse in segments or on nodes with valuable inft i i
stk i e information resources to achieve the
The agents of detecting system-level attacks o]
perate at the level of a network and at
the. level of a node. The latter are placed on the database servers, Web-servers and on :ll
major network nodes. The network sensors are more common and are installed between the
router and firewall to monitor all traffic that enters the network, and all outgoing traffic
tl;at is not bl(:icke.c:.tt;);l:egrewall. This placement helps protect the firewall. The next is to
place in a “demilitari zone” to protect Web-, FTP- MTP-
external DNS-server [3]. 4 e patpde bt
This is followed by placing between the firewall th: i i
: ) P at allows tracking changes in the
ire\gll s optit:atlon and review all communications that pass through the ﬁfewall.gNetwork
nsor, in this case, is a means for monitori i
jrc e nitoring the effectiveness of the firewall
The network sensors integrated into the switch became wi

: ‘ k e widespread today. This
solution provides high performance and lack of switch i i ili
to analyze traffic of several VLAN. e

The agents of detecting system-level attacks collect i i
o ¢ < information that reflects the
activity that takes place in a separate operating system in order to timely detect intrusion of
the attack.
The main advantages of the use of
; ; system-level sensors of the modern DPC are th
follownrfg: access co_mrol to information in the form of analysis of incoming and outgoin;
co::ectnons; filse;:iaymg abnormal activity of a particular user; tracking change in operating
modes associated with abuse; work in a secure netw i i
e s network environment and the switch
However, despite a number of benefits, the aj i
s . 5 gents of detecting computer attacks
and have sg\./eral shoﬂc9mmg§: network activity is not visible for systeng\-leversensorS' the
use of gudmng mechamsn.ls, in most cases, requires the use of additional resources; v\;hile
generating report on the information regarding incoming and outgoing conneCtio;ls you
peed a fairly large volume of disk storage space; OS vulnerabilities could affect the
integrity of the system-level sensors; the cost of implementation and operation of agents of
detectmg system-level attacks is several times higher than in other approaches.
1.Matusitz, J. (2014), 'I:he Role of Intercultural Communication in Cyberterrorism //
.;ol\;mall( of Hﬂ;r(l) Behavior in the Social Environment, Vol. 24, P. 775-790
Barskov, A. (2015), The World of DPC -2015: Under the “M” Sign //
Networking Solutions /LAN, No. 05-06, 76 p. st i oz
3.The DDoS That Almost Broke the Internet 27 Mar inc
2013 by Matth Prince. -
https://blog.cloudflare.com/the-ddos-that-almost-broke-the-internet/ . i
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paNioNOKATOPH, HaBirauii#e obnanmanns, y pobGororexmini i T.ar. Jlmst napabomigHIX

ONTOEJEKTPOHHHUI IgTEHEKTYMEHHﬁ CEHCOP KYTA
JUJISA NPENU3IMHAX CUCTEM HABEJEHHS

M.L Ilanamap, A.T.H., ipod., A.B. YaiikoBChKHH, K.T.H., }0.B. [acTepHak,
B.B. KpyrisoB
Teproninbcbkuii HayiORanbHU mexniunuii ynigepcumem im. I ITynios

KyTOBi CEHCOPH € BayKIIMBUM €/ICMEHTOM CHCTCM npenu3iiiHoro KepyBaHHs OaraThma
Ta pAiOTENeCKONH KOCMiHOro 38’ A3KY,

anTeH 3 JdiaMeTpoM peduexTopa moHanm 3M HeoOximHo 3a0e3meunTd HABENCHHA Ta
CyTPOBiJ| CyNyTHHKA 3 noxubkaMu fKi HE NEPEBHINLYOTh OJMHHULL KyTOBHX MiHYT, IO
BHCYBa€ BUCOKi BHMOTH Zi0 TOYHOCTI KyTOBHX CEHCOPIB, 8 TAKOXK HAJIHHOCTI pe3ybTaTy.
B poGori PpO3MISHYTO TNPHHIHIH noGy0OBH, CXEMO-TEXHiuHi, NPOrpamMHoO-
anropuTMiuHi  pilleHHA  Ta METPOJIOTi4HI  XapaKTePUCTHKH po3pobneHoro
ONTOENEKTPOHHOTO iHTENEKTyanbHOro CeHcopa a6CONIOTHOTO KYTOBOTO TOJIOXKEHHS 3
(yHKIiIMH BHSBICHHA Ta KoMMeHcanii HU3KH MOXMOOK [0 BUHHKAIOTH Y MEXaHIYHUX
By3/1ax 06€pTOBOr0 MEXaHi3My HUISXOM ONpALOBAHHA indopmanii MIKpOKOHBEPTOPOM Y
caMOMy CEHCOpi.
INpuHuMn poGOTH 3aNPONIOHOBAHOTO CCHCOPA Ga3yeTbCs HA METO/ BU3HAYCHHS abCoMOTHOrO
KYTOBOTO NOJOMKESHH 33 ZI0NOMOT0I0 ofHi€l IOPIXKH i3 NICEBOBHNAZIKOBOIO KOZIOBOIO MOCIIZIOBHICTIO
CeKTOPiB Pi3HOT IMPHHH T4 3HMTYBaHHI i onpawOBaHHs KOJY 32 A0NIOMOTOI0 O/IHOPANKOBHX (oTo-MaTpHIIb,
1110 o3MillieHi Ha MPOTHIEKHAX XOPAAX THCKA (puc.1). Honarkosuii BUMIpIOBAJIFHHI KaHAJ Ja€ 3MOTy
BU3HAYMTH 3MIMIEHHs OCi KOJIOBOTO JMCKA T2 KOMICHCYBATH 1OXUOKH EKCIIEHTPUCHTETY, BHIUTHKAH AK
TEXHOJOTIYHAMH NPHYHHAMH NPH BUTOTORJIEHHI, TAK | KOHCTPYKTHBHO-TEXHOMOT{YHAMH NPHIMHAMH TIPH

CHPSUKEHH] BATY CEHCOPA 3 BiCCIO AHTCHH.

(1]

Puc. 1. CTpyKTypHa CXeMa Ta BUIJII KOHCTPYKIU1 OITOENEKTPOHHOTO CEHCOPa KyTa

3po6neHo MeTpOJIOridHHIA aHami3 CeHcopa 1 OIIHKAa JOKEpel noxuboK 3a
pe3yNIbTaTaMA MOJEIIOBAHHS Ta CKCTIEPUMEHTAIILHHX JOCTI/DKEHb.

BucnoBkH.  Po3poOneHHi iHTeNneKTyanbHUH ONTOEJEKTPOHHMH  CEHCOP
aBCOMIOTHOTO KyTd, 3aBISKH BHKODHCTAHHIO JBOX ONTOEJIEKTPOHHUX ~KaHANIB Ta
3aIPONOHOBAHAX AITOPATMIB OMpAIIOBaHHs BHMiPIOBAIBHOL inopmanii Ge3nocepeHLo B
CeHCOpi A03BOJAE 3MEHIIHTH BIUHB HH3KH MOXMOOK MOB’SA3aHMX 3 HEJOCKOHAIOCTAMHU
MEXaHIYHMX KOHCTpyKuilt ceHcopa. PasoM 3 THM CEHCOP nifBAIye HAMIHHICTD
BU3HAYEHHS KyTOBOTO TOJIOXKEHHS 3aBJSKH HAsABHOCTI JBOX BHMIDIOBANGHHX KAHANIB, Ma€
nonaTkoBi (yHKIii caMOAIarHOCTHKH, 3abe3nedye COpOMIEHHs MPOLECy IOCTyBaHHI Ta
B3a€MOJii i3 CHCTEMOIO KEpyBaHHS Ha BEIHKHX pincransx. Taki CEHCOpH NPOHILIH

anpobanilo B CKIaji AHTCHHHX KOMILICKCIB KOCMIYHOTO 3B’S3Ky 1 MiETBEpPAHIA
e(eKTUBHICT NPUHHATHX pimieHs.
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